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Abstract 
The use of IoT-based automatic gate systems is on the rise in smart cities, healthcare, and transportation sectors; however, 

centralized authentication systems create single points of failure, scalability issues, and security risks. In this paper, a 

secure automatic gate system using decentralized blockchain-enabled authentication is proposed. Smart contracts are 

utilized to implement immutable access control without the need for a central authority. A machine learning-based 

anomaly recognition framework is incorporated to identify and prevent malicious or anomalous access attempts in real-

time. Edge and fog computing concepts are leveraged to minimize latency and improve energy efficiency. In addition, a 

bibliometric study of peer-reviewed articles (2015-2025) on blockchain-enabled verification is performed using Scopus 

and Web of Science® datasets. The bibliometric study is carried out in the RStudio® environment using the Bibliometrics 

package, exploring publication patterns, citation effects, collaboration patterns, and topic evolution. The findings show 

that research has expanded rapidly since 2018 with a focus on permissioned and hybrid blockchain models. Research gaps 

in energy efficiency, interoperability, and large-scale deployment of secure IoT access control systems are identified. 
 

1. Introduction 
As we build smart cities, we also need smarter gates for the smart city. We don’t use the padlocks anymore. In that the 

gate has the sensors, Wi-Fi chip, and software that allow us to control them remotely and monitor them [1]. In smart cities, 

smart gates are really needed as we can manage the traffic and people across different connected areas, ensuring that only 

the right person gets into the right places [2]. The old gates are mechanical; now the new gates will be the Cyber-Physical 

systems, which means the computer and machine combined gates. We use the Edge intelligence for processing the data 

right at the gate instead of sending the data to the cloud, so the system will be faster. This is necessary for things like cars 

or trains so that they can’t have to wait for the slow signals [3]. At first, we are using the central server, but in that case, 

there is a problem that if the server fails, then everything will break so for that we will use Attribute-Based Encryption, 

this means the user only gets in if their specific attributes like role and ID matches the rules rather than checking a list on 

a server for that particular person [4]. We are now combining the IoT with the blockchain, so we do not use the central 

server, meaning that the hackers can’t secretly change the access logs [5]. And for the small and weak devices, we try to 

use lightweight methods like PUFs, which use the physical uniqueness of the computer chip as a key. After all, that also 

the hackers can also find other ways to trick the system, so it is challenging to prevent it [6]. When we use one central 

server to control all the gates, we create a single point of failure. As if the server is hacked then the all the gates go offline. 

The research shows these central systems are easy targets for the hackers, so we need constant Intrusion Detection Systems 

(IDS) to watch them [7] [8]. To fix the central server problem, we use Blockchain to spread the data across many computers 

using this way if one node means computer fails then also the system will work. It protects the data and ensures the data 

is real, which is good [9]. New research suggests that using the Smart Contract the automatic digital agreement and the AI 

we can automatically spot weird behaviour and also by using the Federation Learning we allows the network to learn from 

the data without revealing the user’s private information’s [10]. There are already a lot of the research on the IoT security. 

However, most of the existing research which don’t gives a proper view of how the everything works and connects [11][12]. 

Most of the old reviews just talk about papers. They don’t use the Bibliometrics means using the statistics to analyse 

publication trends. So, we need to measure the research progress quantitively [13][14]. As with the new tech like 5G 

coming, we need a structured and evidence-based review to find out what is missing in the current research papers, so we 

know that what to study next [15][16]. Recent literature has demonstrated the impact of integrating blockchain through 

IIoT systems to enhance trust, security, and data-driven decision-making in industrial environments, particularly in 

manufacturing inspection and process optimization [17][18]. While these contributions validate the practical potential of 

decentralized architectures, the rapid and fragmented growth of related research highlights the need for a comprehensive 
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bibliometric investigation. Accordingly, this study systematically analyses Web of Science–indexed literature to map the 

evolution, thematic structure, and research gaps of Web 3.0–based data analytics for IIoT-enabled systems. This review is 

the combination of all research for keeping the IoT system safe. In this, we specifically understand how the Blockchain 

helps keep the data private and secure. In this, we also evaluate how machine learning is used to spot hackers even in small 

and weak devices that don’t have much battery power. This also introduces advanced ideas like Zero-trust, which means 

never trust anyone automatically and Federated Learning, which means learning from data without looking at the private 

details related to the person. The remaining document is structure as described below. Part 4 represents the basis of 

automated gate systems driven by IoT, including approaches for authentication. Section 5 describes the review 

methodology specifying data sources and selection criteria, as well as bibliometric tools. Section 6 presents a classification 

of IoT- powered gate systems focusing on their architecture designs, authentication methods, blockchain incorporation 

and intelligent security attributes. Section 7 focuses on the main security challenges and threats associated with centralised 

and decentralised gate control systems. Section 8 evaluates bibliometric data to understand the knowledge of the research 

trends and patterns in this domain. Section 9 highlights critical key research gaps identified in the existing literature, 

whereas Section 10 presents prospective research pathways. Ultimately, Section 11 includes the summary of the major 

outcomes and addition of the study.  

2. Bibliometric 
It has been noted that the popularity of Blockchain for IIoT has been increased in the last few years however an integration 

of Blockchain for IIoT especially for Automatic Gate System is yet to be fully explored. Detailed analysis of prior work-

related research and development has been conducted using the two key factors promising databases such as Scopus® and 

Web of Science®. Meaningful insights achieved from these databases are highlighted they were searched with the keyword 

related to Blockchain for IIoT, and various types of documents were studied. Methodology is used for this study of 

bibliometrix analysis on Blockchain for IIoT conducted using open-source platform, RStudio®, and is highlighted in Table 

1. 

 
Table 1: Methodology adopted for bibliometric analysis 

Bibliometric Analysis on Blockchain for IIoT Using RStudio® 

  

Database 

searched for 

documents 

published 
 

2015-2025 Duration 2015-2025 

Articles, book 

chapter, review, 

conference paper, 

book, editorial 

Type 

Articles, review articles, 

book chapter, early 

access, proceeding 

papers 

1027 Total number 711 

English Language English 

 

It is observed little research and development work in this domain has been conducted in last few years and seems to have 

very high potential for contribution. This analysis helped in deciding the direction for development of appropriate 

Blockchain for IIoT application. Detailed discussion on bibliometric analysis is presented next followed by methodology 

for development and demonstrative work supporting that methodology. 

 

Overview 

Table 2 represents the overview about bibliometric analysis carried out on documents published in both of databases. 

Distribution of overall documents published in Web of Science® and Scopus® are also shown in Figure 1 and 2. 

Documents were also merged in order to eliminate repeated documents using program executed on RStudio®, and their 

distribution is also represented in Figure 3. 
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Table 2: Overview of bibliometric analysis 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 1: Type of documents published in Web of Science® 

 

 

Figure 2: Type of documents published in Scopus® 

Total documents (after removing 607 duplicated and 

retracted documents) 
1131 

Total number of sources (i.e., journal, conference, 

publishers) in which documents were published 
348 

Annual growth rate (in percentage) 17.6 

Average citation per document ~24.5 

Total number of authors contributed 2842 

International co-authorship (in percentage) 28.03 
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Figure 3: Distribution of documents in merged databases 

 

Year-wise publication is also checked (Figure 4), and it was observed that number of documents published in the domain 

of Blockchain for IIoT is increased since 2015 with average increasing rate of 16.75%, and nearly 3175 documents 

published in the year of 2024. However, slight reduction in number of publications happened in the year of 2025 (till 

December 2025). 

 

 
Figure 4: Year wise publication of documents (*data is till December 2025) 

Major contributors including researchers, their affiliations, countries, sources, etc. are also found out using systematic 

bibliometric analysis, and is highlighted herewith.  

 

Contributors and Collaboration  

 

Authors conducted remarkable research in the domain of Blockchain in IIoT, and their publication, as well as h-index are 

represented in Figure 5. Dr. Zhang Y has highest number of documents published (i.e., 26) and h-index (=14) in this 

domain. 
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Also, most cited country and their average citations per document are shown in Figure 6. It has been noticed that China 

has highest rate of citations followed by India, Norway, USA, and UK. However, average citations per article is highest 

for Lithuania (i.e., 469.4) followed by UK (i.e., 116.70). 

 

Average citations per article is for India is relatively low, and in the range of 20.5. 

 

 
 

Figure 5: Top 10 Authors, and Their h index 
 
 

 
 

Figure 6: Most cited Countries 
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Specific three-field plot is generated highlighting authors, affiliated institutes and countries to highlight contribution, and 

is illustrated in Figure 7. It is observed that Dr Wang J from Anhui University – China has remarkably contributed in 

this domain. 

 

Figure 7: Three field plot highlighting institutes, authors and countries working in this domain 

 

Collaborative research plays very important role especially in this domain. It was observed that 19.42% of documents has 

international co-authorship, and overview of collaboration between various countries is shown in Figure 8. 

 

Figure 8: Collaboration between various countries for research in the domain of Image Processing for Manufacturing 

China has developed strong collaboration with USA for 35 documents and with Australia for 33 documents. India has 

published 31 documents with Saudi Arabia; 23 with China; and 13 with USA. However, collaboration of India with Korea, 
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Canada, Germany, etc. can be strengthen in this domain. Detailed technical literature highlighting application of 

Blockchain in IIoT is summarized next. 

3. Prior Work 
In smart gates, we need the sensors to see the world, the sensors detect cars, motion, or ID cards using the magnetic or 

chemical sensing [19]. The sensors send the collected data to the controller, which is a small computer, and the controller 

uses the logic or AI to decide instantly if the gate should open or not [20]. Once the controller decides to open the gate, it 

tells the Actuators. The actuators are the motors or hydraulics that physically push the gate open or closed [21]. The 

interaction between the sensor and the controller is handled by MQTT. This works like sending a short text message 

instead of a large email, so it is fast and good for our system [22]. The controller sends the data to the wider network using 

wireless tech like ZigBee, Bluetooth, or LoRa, depending on how far the signal needs to go and how much battery is 

available [23]. To ensure that devices from different brands work smoothly together, standard communication protocols 

are used [24]. Earlier gate systems required on the main server for every entry request. Now, to overcome the rise and 

delays, we used AI to monitor abnormal behaviour instantly. Similarly, in medical IoT (IoMT), systems the Deep Learning 

are used to predict a cyberattack before it happens, instead of handling them after execution [25]. Instead of storing all 

data in a central server, we used multiple servers to reduce the security attacks and hackers’ difficulty. Bio-Rollup used 

zero-knowledge proofs to protect biometric identification of the user with reveal the original data [26]. IPFS is used to 

store data in multiple parts instead of one location, which increases the privacy protection and system security of the robot 

as well as IoT network in PrivShieldROS [27]. AI can decide whether a user is valid or not by using blockchain-based 

smart contracts [28]. Similarly, in factories, these contracts are allowed to update the machine software securely without 

using a central server to approve every step [29]. Once a record is saved in blockchain, it cannot be deleted or updated. 

This method is used to protect online exam papers from hackers and cheaters [30]. Blockchain is also used in online stores 

to verify that the products are real or a copy [31]. It is also applied in a waste management system to track the disposal 

processes accurately and to make integrity of the data across all systems [32]. In Edge and Fog computing, data processing 

is performed closer to the gate hardware. Instead of sending all requests to the server, decisions are made locally, but only 

essential requests are sent to the server; this makes faster decisions, reduces time, and saves on load [33]. New 6G 

technology combined with Fog computing helps medical devices (IoMT) save battery. It allows devices to trust each other 

without needing to constantly talk to a heavy cloud server [34]. Security features improved by hardware bolster this 

integration with FPGA-powered zero-trust stream encryption demonstrating that assigning cryptographic operations to 

edge or fog nodes can achieve ultra-low latency and high-throughput secure communications suitable, for widespread 6G-

NB-IoT access scenarios [35]. At the network layer, cross-layer security systems utilising SDN, NFV, and AI offer 

synchronised defence across edge, fog, and cloud environments, facilitating adaptable policy enforcement, anomaly 

identification, and secure network slicing within 5G/6G frameworks that support contemporary gate systems [36]. 

Federated learning allows devices to learn from data collections without sharing private files. By using secure aggregation, 

devices can make security decisions on-device, keeping user information private [37]. Models such as Zen Guard operate 

on the basic principle of never trusting any user by default. Instead of a single password check, Zen Guard regularly check 

the user behaviour and environment [38]. Security systems are using AI to handle a new type of attack. Models using 

LSTM-Attention show how AI can find threats while blockchain maintains a permanent record. This ensures that when a 

threat is found, it is verified and logged forever on the chain [39]. Similarly, scalable deep neural network-based Attack 

detection models exhibit accuracy in identifying harmful behaviours, in IoT environments [40]. During a security breach, 

the legally valid logs allow the system to check the status without doubt [41]. 

 

4. Methodology 

We distributed tasks among multiple agents to hasten the process and avoid complete system collapse in case of one-part 

failure. Smart gates can communicate with the linked car via low-power communication methods such as LoRa or ZigBee, 

making it possible to open automatically. Contemporary systems have shifted from PFID cards that can be easily replicated 

to biometrics, but biometric information theft poses a privacy threat. To counter this, Zero-Knowledge Proofs confirm 

identity without disclosing biometric information, and wearables facilitate continuous authentication by monitoring 

distinct patterns such as heartbeat in real-time. Decentralized authentication systems based on blockchain technology 

utilize Ethereum, smart contracts, and cloud storage to eliminate the chance of a one point of failure. In this system, smart 

contracts are combined with AI models such as RNNs to analyse user behaviour rather than just passwords to allow entry 

only if the activities seem normal. The output of intrusion detection is also stored in the blockchain, providing transparency 

and trust through the permanent storage of warnings if a hacker is identified. Because blockchain consensus is slow, 

reinforcement learning is proposed to modify voting rules to make the system faster when traffic is high. Explainable 

federated blockchain systems integrate privacy-preserving AI, smart contracts, and decentralized storage such as IPFS to 

securely authenticate users and safeguard private healthcare information. These systems are both fast and accurate, making 

them ideal for real-time smart gate access control. Other studies have found that hybrid approaches such as CNN-LSTM 

are capable of handling large multi-source data and identifying different types of attacks, making them suitable for large-

scale gate implementations. Lightweight solutions such as SAE-GRU are also capable of identifying complex patterns of 

botnet attacks while consuming low resources, making them ideal for smart city security. Additionally, solutions such as 
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HCAP are capable of predicting attacks in advance, allowing for early defensive measures. In UAV networks, federated 

learning ensures data is decentralized and maintains confidentiality by preventing the exchange of sensitive information. 

In contemporary IoT gate systems, faster cellular communications enhance both responsiveness and security. Although 

Wi-Fi and LPWAN enable low-power communication, 5G is susceptible to attacks such as jamming and spoofing, thus 

promoting the application of machine learning-based anomaly detection and physical-layer security techniques. Cross-

layer security architectures that combine SDN, NFV, and AI further enhance 5G/6G security by facilitating fast threat 

detection and synchronized security enforcement across layers. Hardware technologies such as FPGAs further enhance 

security by encrypting information significantly faster than software, thus ensuring secure transmission in 6G IoT systems 

without consuming much battery power. Furthermore, clustering devices in 6G healthcare systems enhances energy 

efficiency by preventing unnecessary transmissions while ensuring secure and reliable connectivity. Among the most 

significant risks to smart gates is the presence of hackers who attempt to create identities or copy devices to gain access.  

Conventional security networks are prone to spoofing attacks, and hence, Physical Unclonable Functions (PUFs) are 

recommended to create a unique fingerprint on a chip that cannot be replicated. Blockchain technology also enhances 

security by providing a decentralized entry system that cannot normal user behaviour to rapidly identify and prevent 

malicious commands. Zero-Trust networks also provide an additional security layer by continuously authenticating user 

behaviour even after gaining access. Hackers can also record signals for gaining remote access and use them later, while 

MitM attacks allow attackers to monitor and modify transmission among nodes and central servers. Basic software 

programs are also ineffective in identifying these risks, but deep learning algorithms can detect hidden delays and signal 

patterns. The traditional methods of blockchain are too slow to verify access in real- time. To overcome this issue, some 

research proposes the use of AI to dynamically change the rules of consensus to enable faster response rates during peak 

network traffic. Smart contracts with AI can also verify access faster, and Layer-2 technology reduces storage requirements 

by performing complex calculations off the blockchain. Hybrid AI-blockchain models enable real-time surveillance with 

efficient networks. Nevertheless, even secure networks can reveal personal identity information during the login process. 

To overcome this problem, Attribute-Based Encryptions (CP-ABE) enables access verification without disclosing private 

information. Decentralized platforms such as IPFS further minimize risks compared to single-server networks. Federated 

Learning also enables collaboration between multiple devices for security tasks without exchanging sensitive user data. 

Since many IoT gate sensors devices have limited battery life and processing capacity, edge computing assists by 

processing data locally with reduced latency and power consumption. Moreover, efficient clustering techniques in 6G 

networks ensure high security with low energy consumption. Employing FPGA chips for encryption purposes is more 

efficient compared to software-based approaches and offers high security even for small devices. 

5. Research Gap 

Many studies discuss about AI and blockchain connection, but most are still limited to idea-based or low-level experiments 

in present, with few tested in real-world environments. Blockchain also demands bulk storage capacity and processing 

high power, making it difficult for low-power IoT devices, even with secondary layer support. Current security testing 

often uses simple attack models and old datasets, while real attackers use self-adjusting AI-based methods. Compatibility 

between devices from different companies is another major challenge, especially with new-generation systems. Although 

edge and fog computing improve real-time processing, blockchain is often treated as an additional component rather than 

a main system for decentralized trust. Overall, simple blockchain methods combined with AI for secure, real-time IoT 

applications remain an unsolved problem. 

 

6. Conclusion 
This paper proposes a secure IoT-based automatic gate automation system framework, supported by a bibliometric analysis 

of peer-reviewed studies, showing the shift from centralized access control systems to decentralized systems. The results 

validate the growing use of blockchain technology, smart contracts, machine learning models, and edge/fog computing to 

overcome security, privacy, trust, and scalability issues. Blockchain authentication systems efficiently remove single-point 

failure issues and identity fraud by using decentralized verification and cryptographic enforcement. Machine learning 

algorithms improve system resilience by facilitating real-time identification of anomalous access patterns and novel attack 

patterns. Edge and fog computing systems greatly improve response times and minimize energy consumption, making 

them ideal for real-time gate control applications. However, some open issues still remain unaddressed, such as the lack 

of real-word deployment, blockchain energy efficiency, interoperability between heterogeneous IoT devices, and 

inadequate testing against sophisticated cyber-attacks. It is essential to address these issues to make the proposed system 

more practical. In summary, this paper identifies the key research trends and gaps, forming a basis for the development of 

scalable, intelligent, and secure next-generation access control systems. 
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