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Abstract - The rapid growth of social media platforms and online communication technologies has increased the scale 
of digital interactions while simultaneously introducing serious challenges related to harmful online behavior such as 
cyberbullying. Cyberbullying involves the use of digital platforms to harass, threaten, or humiliate individuals, often 
causing significant psychological and emotional harm. With the massive volume of user-generated content shared across 
social networking sites, detecting such harmful behavior through manual moderation has become increasingly difficult. 
As a result, machine learning techniques have emerged as an effective approach for automatically identifying 
cyberbullying in online environments. This study applies a systematic literature review (SLR) approach to examine 
research published over the past decade (2015–2025) on cyberbullying detection using machine learning methods. The 
review analyzes existing studies to understand commonly used algorithms, datasets, feature extraction techniques, and 
evaluation strategies applied in cyberbullying detection systems. It also highlights the role of natural language 
processing and deep learning approaches in improving the identification of abusive online content. In addition, the study 
discusses key challenges associated with cyberbullying detection, including contextual language understanding, sarcasm 
interpretation, dataset imbalance, and multilingual communication. This comprehensive analysis aims to provide 
researchers and practitioners with a clearer understanding of current developments and potential future directions in 
automated cyberbullying detection for safer online environments. 
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I. INTRODUCTION  

Online communication has become an integral part of modern society as digital platforms continue to connect millions 

of users across the world. Social media networks, discussion forums, and messaging applications allow people to 

exchange ideas, express opinions, and interact instantly regardless of geographical distance[1]. Although these platforms 

offer many advantages for communication and information sharing, they have also created new opportunities for harmful 

online behavior. One of the most serious problems that has emerged within digital communities is cyberbullying, which 

has become a growing concern for researchers, educators, and policymakers[2].Cyberbullying refers to the act of using 

digital technologies such as social media platforms, messaging services, and online forums to intentionally harass, 

threaten, or humiliate individuals[5]. Unlike traditional forms of bullying, cyberbullying can occur continuously and may 

spread rapidly through online networks, reaching a large audience within a short period of time. Victims of cyberbullying 

often experience severe emotional and psychological consequences including anxiety, depression, social withdrawal, and 

reduced self-confidence[6]. In many cases, young users and adolescents are particularly vulnerable because they spend 

a significant amount of time engaging with social media platforms.The rapid increase in online interactions has also 

resulted in an enormous amount of user-generated content being produced every day. Millions of posts, comments, and 

messages are uploaded to social networking platforms every minute, making it extremely difficult for human moderators 

to manually monitor and filter harmful content[9]. As the scale of online communication continues to grow, traditional 

moderation approaches become inefficient and insufficient for effectively identifying abusive behavior. This situation 

highlights the need for automated solutions capable of detecting cyberbullying content in large-scale online 

environments.In recent years, machine learning techniques have gained significant attention as an effective approach for 

addressing the problem of cyberbullying detection. Machine learning models are capable of analyzing large volumes of 

textual data and identifying patterns associated with abusive language or aggressive behavior. By learning from 

previously labeled datasets, these models can automatically classify online messages as bullying or non-bullying content. 

Various algorithms such as Naïve Bayes, Support Vector Machines, Decision Trees, Random Forest, and deep learning 

models have been explored to improve the accuracy of cyberbullying detection systems[29].Another important 

component in cyberbullying detection is Natural Language Processing (NLP), which enables computers to analyze and 

interpret human language present in online messages[13,14]. NLP techniques are widely used to extract meaningful 
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features from textual data, including sentiment, context, and semantic relationships between words. Methods such as 

word embeddings, sentiment analysis, and contextual language models have significantly improved the ability of 

machine learning systems to understand online communication.Despite the progress made in this research area, detecting 

cyberbullying remains a complex challenge[34]. Online communication often includes slang expressions, sarcasm, 

abbreviations, emojis, and cultural references that can be difficult for automated systems to interpret correctly. In 

addition, harmful behavior may sometimes appear indirectly through subtle language or contextual cues rather than 

explicit abusive words. These challenges make it necessary to develop more advanced models that can understand the 

context and intent behind online messages.Due to the increasing awareness of online harassment and its potential impact 

on mental health, research related to cyberbullying detection has grown rapidly over the past decade[30]. Numerous 

studies have proposed different machine learning frameworks, datasets, and feature extraction techniques for identifying 

harmful online interactions. However, the effectiveness of these approaches varies depending on the dataset, algorithm, 

and contextual understanding of the model. 

The purpose of this review paper is to examine and summarize existing research on cyberbullying detection using 

machine learning techniques. The study analyzes different detection methods, commonly used datasets, and evaluation 

techniques proposed in previous research. It also discusses the key challenges faced in developing accurate cyberbullying 

detection systems and highlights potential directions for future research aimed at improving automated moderation 

technologies. 

 

II. PROCEDURE AND ANALYSIS  

2.1 Data Collection  

The data collection process for this review focused on identifying relevant research studies related to cyberbullying 

detection and the application of machine learning techniques in online safety systems. Various forms of academic 

publications including journal articles, conference papers, technical reports, and review papers were collected from well-

known digital research databases such as IEEE Xplore, SpringerLink, ScienceDirect, ACM Digital Library, and Google 

Scholar. These sources were selected because they provide high-quality peer-reviewed research in the fields of computer 

science, artificial intelligence, and cybersecurity. 

2.2 Inclusion and Exclusion Criteria  

After the initial collection of studies from the selected databases, a structured screening process was conducted to   

ensure the relevance, quality, and reliability of the literature included in this review.Studies were included if they 

explicitly discussed cyberbullying detection, machine learning models for identifying harmful online behavior, or related 

concepts such as natural language processing, sentiment analysis, abusive language detection, and automated content 

moderation in social media platforms. Research proposing detection frameworks, classification models, performance 

evaluations, or domain-specific applications of cyberbullying detection in online environments such as social networking 

platforms, discussion forums, messaging systems, and educational platforms was considered eligible. Only peer-

reviewed journal articles, conference papers, and review studies published within the selected time frame were included 

to maintain academic credibility and relevance. Additionally, the selected studies were required to be written in English 

and available in full-text form to allow comprehensive evaluation.Conversely, duplicate records identified across 

databases were removed to avoid redundancy. Articles published outside the selected time range or studies focusing 

mainly on general social media analytics without addressing cyberbullying detection were excluded. Non-peer-reviewed 

materials including blogs, editorials, opinion articles, and informal technical reports lacking sufficient methodological 

detail were also omitted. Furthermore, studies that mentioned cyberbullying only briefly without presenting detailed 

detection methods, algorithmic analysis, or experimental validation were excluded during both abstract and full-text 

screening. This systematic filtering process ensured that the final set of selected studies remained closely aligned with 

the objectives of the review while maintaining methodological consistency and research quality. 

2.3 Analysis Methodology  

The selected studies were analyzed using a qualitative review methodology aimed at systematically synthesizing existing 

knowledge on cyberbullying detection using machine learning techniques. Each paper was carefully examined to extract 

and evaluate its key contributions, including proposed detection models, feature extraction methods, classification 

algorithms, and practical implementation strategies. Particular attention was given to commonly used approaches such 

as Natural Language Processing (NLP), sentiment analysis, text representation techniques, and machine learning 
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algorithms including Support Vector Machines, Naïve Bayes, Decision Trees, Random Forest, and deep learning 

models[18,19]. The analysis also considered how contextual language understanding, behavioral patterns, and linguistic 

features were incorporated into cyberbullying detection frameworks across different online environments[36,39].To 

maintain consistency in the review process, a thematic analysis approach was adopted. The reviewed studies were 

grouped into categories based on data sources (such as social media platforms, discussion forums, and messaging 

applications), machine learning techniques applied, and the type of datasets used for model training and evaluation[29]. 

For each study, relevant information was extracted regarding research objectives, methodology, dataset characteristics, 

experimental design, validation techniques, and reported performance metrics. This structured comparison enabled the 

identification of common methodological patterns, widely adopted algorithms, and frequently reported challenges such 

as dataset imbalance, difficulty in detecting sarcasm or implicit harassment, and limitations in multilingual text 

analysis[19].Furthermore, the analysis examined both the strengths and limitations of the cyberbullying detection 

approaches discussed in the literature. Reported advantages such as improved automated moderation, enhanced text 

classification accuracy, and the ability to process large volumes of online data were contrasted with practical challenges 

including model generalization issues, computational complexity, and the difficulty of interpreting contextual meaning 

in online communication[39]. By synthesizing findings across multiple studies, this methodology enabled the 

identification of emerging research trends, technological limitations, and potential directions for improving automated 

cyberbullying detection systems. Overall, the qualitative analysis provided a comprehensive understanding of how 

machine learning techniques are applied to identify harmful online behavior across various digital platforms, thereby 

supporting the objectives of this review. 

 

2.4 The Knowledge Gap  

Although cyberbullying detection has been widely discussed in academic research and technology-driven moderation 

systems, several significant research gaps still remain. A large portion of existing studies primarily focus on developing 

classification models and theoretical detection frameworks, while comparatively fewer works provide comprehensive 

insights into real-world deployment scenarios on large-scale social media platforms[34]. In particular, practical 

challenges associated with implementing automated cyberbullying detection systems in dynamic online environments 

are not sufficiently explored. Social media platforms operate with massive volumes of user-generated content, diverse 

communication styles, and rapidly changing language patterns, which makes the practical deployment of detection 

systems more complex than what is typically observed in controlled experimental settings[39].Another important 

limitation involves dataset availability and diversity. Many studies rely on relatively small or platform-specific datasets 

that may not accurately represent the wide range of communication styles present in global online communities[38]. As 

a result, machine learning models trained on limited datasets may struggle to generalize effectively when applied to 

different platforms, languages, or cultural contexts. Furthermore, the imbalance between bullying and non-bullying 

examples within many datasets can significantly affect model performance and lead to biased predictions.Performance 

evaluation and scalability also represent important gaps in the current literature. While numerous studies report 

improvements in detection accuracy using machine learning and deep learning models, fewer works provide detailed 

analysis of computational requirements, processing efficiency, or scalability when applied to high-volume real-time 

social media streams[36]. As automated detection systems must process millions of posts and comments continuously, 

understanding their impact on system performance and resource consumption requires deeper investigation.Finally, there 

is a lack of standardized evaluation frameworks for comparing cyberbullying detection models across different studies. 

Although many researchers report metrics such as accuracy, precision, recall, and F1-score, variations in datasets and 

experimental settings make it difficult to perform consistent comparisons between proposed models. Addressing these 

research gaps through larger datasets, improved contextual language models, standardized evaluation practices, and real-

world platform testing will be essential for advancing the effectiveness and practical deployment of automated 

cyberbullying detection systems in modern digital environments[41]. 

 

III. LITERATURE REVIEW  

3.1 Traditional Machine Learning Methods 

Traditional machine learning techniques have been widely used for detecting cyberbullying in social media platforms. 

These methods rely on extracting meaningful features from textual data and using classification algorithms to identify 

harmful or abusive messages[29]. Early research focused on algorithms such as Support Vector Machines (SVM), Naïve 
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Bayes (NB), Decision Trees (DT), Random Forest (RF), K-Nearest Neighbors (KNN), and Logistic Regression 

(LR).These algorithms typically use text preprocessing techniques such as tokenization, stop-word removal, stemming, 

and lemmatization to clean the input data. Feature extraction methods such as Bag-of-Words (BoW), Term Frequency–

Inverse Document Frequency (TF-IDF), and n-grams are commonly applied to convert textual content into numerical 

representations that machine learning models can process[31].Several studies have shown that SVM and Random Forest 

classifiers achieve high accuracy in detecting cyberbullying due to their ability to handle high-dimensional textual 

features. Naïve Bayes classifiers are also widely used due to their simplicity and efficiency in large-scale text 

classification problems[38]. These traditional machine learning methods form the foundation for many cyberbullying 

detection systems used in research today. 

3.2 Deep Learning Approaches 

In recent years, deep learning techniques have gained significant attention for cyberbullying detection due to their ability 

to automatically learn complex patterns from large textual datasets[31]. Unlike traditional machine learning models that 

rely heavily on manual feature extraction, deep learning models can learn semantic and contextual relationships directly 

from raw text data.Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN), particularly Long 

Short-Term Memory (LSTM) networks, are widely used for detecting cyberbullying in social media posts[37]. CNN 

models are effective in extracting important local features from text, while LSTM networks are capable of capturing 

long-term dependencies and contextual information within sentences.More recently, transformer-based models such as 

Bidirectional Encoder Representations from Transformers (BERT) and RoBERTa have been used to improve the 

performance of cyberbullying detection systems. These models utilize pre-trained language representations to understand 

complex linguistic patterns, sarcasm, and offensive language commonly used in online communication[39]. As a result, 

deep learning approaches generally achieve higher accuracy compared to traditional machine learning methods in 

detecting cyberbullying on social media platforms.Furthermore, researchers have explored multimodal cyberbullying 

detection, where deep learning models analyze not only textual content but also images, videos, and emojis shared on 

social media[33].This approach is particularly useful because cyberbullying may occur through memes, images, or 

multimedia posts rather than just plain text.Multimodal deep learning models can therefore provide a more 

comprehensive understanding of harmful online behavior. 

                                Fig 1: Various ways of Cyberbullying on social media platforms(adapted from  [21] )  

3.3 Datasets used in Cyberbullying Detection 

Datasets play a crucial role in the development and evaluation of cyberbullying detection systems. Machine learning and 
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deep learning models require large amounts of labeled textual data to learn patterns associated with abusive or harmful 

online behavior[30]. Most datasets used in cyberbullying research are collected from popular social media platforms 

such as Twitter, Facebook, Instagram, YouTube, and online discussion forums.Several publicly available datasets have 

been widely used in cyberbullying detection studies. One of the commonly used datasets is the Formspring dataset, which 

contains question–answer interactions collected from the Formspring social networking platform. This dataset includes 

labeled examples of bullying and non-bullying messages and has been frequently used for training and evaluating 

cyberbullying detection models[35].Another widely used dataset is the Twitter cyberbullying dataset, which consists of 

tweets labeled as abusive, offensive, or non-offensive. Due to the large volume of data available on Twitter, researchers 

often collect datasets using Twitter APIs and annotate the messages manually or through crowdsourcing platforms. 

Twitter datasets are particularly useful because they contain informal language, slang, and abbreviations that reflect real-

world online communication.The Wikipedia talk page dataset is another important resource used in cyberbullying and 

hate speech detection research. This dataset contains comments from Wikipedia discussion pages that have been labeled 

for toxicity, personal attacks, and harassment[37]. It has been widely used to train machine learning models for detecting 

toxic and abusive online conversations.In addition to these datasets, several researchers also use Kaggle cyberbullying 

datasets, which contain labeled comments collected from different social media sources. These datasets often include 

multiple categories such as insult, threat, identity hate, and severe toxicity. However, many cyberbullying datasets suffer 

from the problem of class imbalance, where non-bullying messages significantly outnumber bullying content. This 

imbalance can negatively affect the performance of machine learning models and requires techniques such as resampling 

or data augmentation to address the issue[38].Overall, the availability of diverse and well-annotated datasets plays a 

critical role in improving the accuracy and robustness of cyberbullying detection systems. As social media platforms 

continue to evolve, researchers are increasingly focusing on creating larger and more representative datasets that capture 

different forms of online harassment and abusive behavior. 

 

3.4 Cyberbullying Detection Framework  

Cyberbullying detection systems are designed to automatically identify harmful or abusive content posted on social 

media platforms. These systems typically follow a structured pipeline consisting of several stages, including data 

collection, preprocessing, feature extraction, model training, and classification[29]. The overall process is illustrated in 

Fig 2.The first stage in the cyberbullying detection framework is data collection, where textual data such as posts, 

comments, and messages are gathered from social media platforms including Twitter, Facebook, Instagram, and online 

discussion forums. These datasets contain both bullying and non-bullying messages, which are used to train and evaluate 

machine learning models. 
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                                 Fig 2: Machine Learning Pipeline for Cyberbullying Detection (adapted from [30]) 

After preprocessing, feature extraction techniques are used to convert textual data into numerical representations that 

machine learning models can understand. Common feature extraction methods include Bag-of-Words (BoW), Term 

Frequency–Inverse Document Frequency (TF-IDF), and word embeddings such as Word2Vec and GloVe[32]. These 

features capture important linguistic patterns that help distinguish abusive language from normal communication.The 

extracted features are then used to train machine learning or deep learning models. Algorithms such as Support Vector 

Machines (SVM), Naïve Bayes (NB), Random Forest (RF), Convolutional Neural Networks (CNN), and Long Short-

Term Memory (LSTM) networks are commonly used to classify social media messages into bullying or non-bullying 

categories. 

3.5 Machine Learning Algorithms Used in Cyberbullying Detection 

Various machine learning algorithms have been applied to detect cyberbullying in social media data. These algorithms 

analyze textual features extracted from online posts and classify messages as bullying or non-bullying[29]. Machine 

learning models are trained using labeled datasets that contain examples of abusive and non-abusive messages collected 

from platforms such as Twitter, Facebook, YouTube, and online discussion forums by removing noise such as 

punctuation, URLs, emojis, and stop words. Table 1 summarizes several research studies that have used different 

machine learning algorithms for cyberbullying detection. The table highlights the diversity of approaches used in 

previous studies and shows how different algorithms have been applied to analyze social media data. 

3.5.1 Support Vector Machines (SVM) 

Support Vector Machines are one of the most commonly used algorithms in cyberbullying detection research. SVM 

works by identifying an optimal decision boundary that separates bullying and non-bullying messages in a high-

dimensional feature space. Due to their effectiveness in handling text classification problems, SVM models have been 

widely used in many studies analyzing Twitter and online forum datasets[35]. Researchers often combine SVM with 

feature extraction techniques such as Bag-of-Words (BoW) and TF-IDF to improve classification performance. 

3.5.2 Naive Bayes (NB) 

Naïve Bayes is another widely used algorithm for cyberbullying detection, especially in text classification tasks. It is 
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based on Bayes’ theorem and assumes that the features used for classification are independent of each other. Despite this 

simplifying assumption, Naïve Bayes has shown strong performance in detecting abusive language in social media 

messages. Its simplicity, low computational cost, and ability to handle large datasets make it a popular choice for 

cyberbullying detection systems[38]. 

3.5.3 Decision Tree and Random Forest 

Decision Tree algorithms classify data by creating a tree-like structure of decision rules based on input features. In this 

approach, the dataset is repeatedly split into smaller subsets according to feature values, forming a hierarchical structure 

consisting of nodes and branches. Each internal node represents a decision based on a feature, while the leaf nodes 

represent the final classification outcome. In cyberbullying detection, Decision Trees analyze textual features extracted 

from social media messages to determine whether the content contains bullying behavior[40].One of the key advantages 

of Decision Tree models is their interpretability. The decision-making process can be easily visualized and understood, 

allowing researchers to analyze which textual features contribute most to cyberbullying classification. However, 

Decision Trees can sometimes suffer from overfitting, especially when the model becomes too complex and closely fits 

the training data rather than generalizing well to new data.Random Forest models are widely used in cyberbullying 

detection research because they provide strong classification performance and can handle large and complex datasets 

effectively. In addition, Random Forest algorithms are capable of identifying important features within textual data, 

which helps researchers understand patterns associated with abusive or offensive language on social media platforms[35]. 

3.5.4 K-Nearest Neighbours and Logistic Regression 

 

K-Nearest Neighbors (KNN) is a simple and widely used classification algorithm that assigns a label to a new data 

instance based on the majority class of its nearest neighbors in the feature space. In cyberbullying detection systems, 

KNN compares a new social media message with previously labeled messages and determines whether it belongs to 

the bullying or non-bullying category based on similarity measures. The value of K represents the number of nearest 

neighbors considered during classification. Distance metrics such as Euclidean distance or cosine similarity are 

commonly used to identify the closest neighbors[38]. 

 

Logistic Regression is another commonly used machine learning algorithm for binary classification problems such as 

cyberbullying detection. Unlike KNN, Logistic Regression is a parametric model that estimates the probability that a 

given input belongs to a particular class. It uses a logistic function (sigmoid function) to map the predicted values 

between 0 and 1, representing the probability of a message being classified as bullying or non-bullying.Logistic 

Regression is widely used in text classification tasks because it is computationally efficient, easy to implement, and 

performs well with high-dimensional feature spaces[40].  
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                           Table 1: Summary of machine learning algorithms tested in cyberbullying literature (compiled from[30-41]) 

 

3.5.5 Ensemble Learning Methods 

Ensemble learning approaches combine multiple machine learning models to improve prediction accuracy and 

robustness. Techniques such as bagging, boosting, and stacking are commonly used to combine classifiers like SVM, 

Decision Trees, and Logistic Regression. In cyberbullying detection research, ensemble models often achieve better 

performance because they leverage the strengths of multiple algorithms to detect abusive language patterns more 

effectively[39,40].In cyberbullying detection research, ensemble learning methods have demonstrated improved 

performance compared to individual classifiers because they capture diverse patterns in textual data. By combining 

algorithms such as Support Vector Machines, Decision Trees, and Logistic Regression, ensemble models are able to 

detect abusive language and harmful online behavior more effectively across different social media platforms[38-41]. 

IV. Methodology  

This study proposes a framework for cyberbullying detection on social media platforms using machine learning 

techniques. The methodology follows several stages including data collection, data preprocessing, feature analysis, and 

decision-making using machine learning models[29,38]. The overall architecture of the proposed system is illustrated in 

Fig. 3.The proposed methodology begins with the collection of textual data from various social media platforms where 

users interact through comments, posts, and messages. These datasets may contain both normal and abusive language, 

which helps in training machine learning models to distinguish between cyberbullying and non-cyberbullying content. 

The collected data typically includes different forms of online harassment such as flaming, harassment, impersonation, 

and offensive communication.After data collection, a preprocessing stage is performed to clean and normalize the text 

data. Social media text often contains noise such as special characters, emojis, links, abbreviations, and spelling 

variations.The processed features are then provided to a decision-making system that includes machine learning 

classifiers and fuzzy logic mechanisms. Machine learning algorithms such as Support Vector Machines (SVM), Naïve 

Bayes (NB), Random Forest (RF), and Logistic Regression (LR) are commonly used to classify text into cyberbullying 

and non-cyberbullying categories[38-41]. This methodology helps in identifying harmful online interactions and 

contributes to the development of automated cyberbullying detection systems for safer social media environments. 
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Fig 3: Architecture of Cyberbullying Detection System (adapted from[41]) 

4.1 Data Collection 

The first step in the cyberbullying detection framework is the collection of textual data from social media platforms 

such as Twitter, Facebook, Instagram, and online discussion forums. These platforms generate a large amount of user-

generated content in the form of comments, posts, and messages. Such data may contain both normal communication 

and abusive language[35].The collected datasets typically include labeled examples of cyberbullying and non-

cyberbullying content, which are required for training machine learning models. These datasets help the system learn 

patterns associated with harmful online behavior such as harassment, flaming, impersonation, and offensive 

communication[29]. 

4.2 Data Preprocessing and Feature Analysis 

Social media data is often unstructured and noisy. Therefore, preprocessing techniques are applied to clean and normalize 

the collected text data. This stage includes operations such as removing stop words, eliminating punctuation marks, 

converting text to lowercase, and tokenizing sentences into individual words[31].After preprocessing, feature extraction 

techniques are applied to transform textual data into numerical representations that machine learning models can process. 

Common techniques include Bag-of-Words, Term Frequency–Inverse Document Frequency (TF-IDF), and n-gram 

models[37]. These features help identify patterns in language usage and enable the system to distinguish between abusive 

and non-abusive messages. 

 

4.3 Decision Making and Model Classification 
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After feature extraction, the processed data is provided to the decision-making system. In this stage, machine learning 

algorithms are used to classify the messages into cyberbullying or non-cyberbullying categories. Common classifiers 

used in cyberbullying detection research include Support Vector Machines (SVM), Naïve Bayes (NB), Random Forest 

(RF), K-Nearest Neighbors (KNN), and Logistic Regression (LR)[38-41].In addition, fuzzy logic techniques may be 

used to handle uncertainty and ambiguous language patterns in online conversations. The outputs generated by the 

machine learning model and fuzzy logic system are combined to produce the final classification result. The effectiveness 

of the model is evaluated using performance metrics such as accuracy, precision, recall, and F1-score[39]. 

V. Future Research Directions  

Although cyberbullying detection using machine learning has gained considerable attention in recent years, several areas 

still require deeper investigation to improve the effectiveness, scalability, and practical applicability of automated 

detection systems[19]. Future research should focus on improving the ability of cyberbullying detection models to handle 

large-scale social media data, diverse communication styles, and continuously evolving language patterns[33]. As online 

platforms increasingly host millions of active users generating vast amounts of content every day, there is a need for 

efficient and scalable detection mechanisms that can analyze text data without introducing significant computational 

overhead or delays[34]. Developing optimized machine learning architectures and real-time content moderation systems 

capable of processing large volumes of online interactions remains an important research direction.In addition to 

scalability, intelligent automation represents another critical area for advancement. While machine learning and artificial 

intelligence have already been widely explored for identifying abusive language and harmful online behavior, their 

integration into real-world moderation systems still requires further validation. Future studies should investigate more 

robust classification models capable of understanding contextual meaning, reducing false positives and false negatives, 

and improving overall detection accuracy. Incorporating behavioral analysis, contextual language understanding, and 

adaptive learning mechanisms into cyberbullying detection systems can significantly enhance the ability to identify 

harmful interactions before they escalate.Integration and interoperability challenges further highlight the need for 

standardized frameworks and evaluation practices for cyberbullying detection systems[38]. Online communication 

environments are highly diverse and include social media platforms, online forums, messaging applications, and digital 

learning environments[10]. Future research should focus on developing interoperable detection frameworks and 

evaluation methods that allow cyberbullying detection models to function effectively across different platforms. 

Additionally, standardized datasets and benchmarking metrics are necessary for accurately comparing the performance 

of detection algorithms proposed by different studies. 

Cross-platform and cross-cultural research is also essential to address the global nature of online communication[11]. 

Language usage, cultural expressions, and communication styles vary significantly across different regions and 

communities. Long-term studies, large-scale dataset analysis, and comparative evaluations across multiple online 

environments would provide valuable insights into improving the reliability, fairness, and effectiveness of cyberbullying 

detection technologies[36]. By addressing these research directions, future advancements can transform cyberbullying 

detection systems from experimental research prototypes into scalable and reliable tools capable of supporting safer 

digital communities. 

5.1 Standardization and Unified Cyberbullying Detection Frameworks 

Current literature reveals a noticeable lack of universally accepted standards and implementation models for 

cyberbullying detection systems across diverse online platforms.Although many researchers and organizations propose 

their own machine learning approaches for detecting abusive language, inconsistencies in dataset selection, feature 

extraction techniques, and evaluation metrics often create confusion for researchers and practitioners. Future research 

should prioritize the development of unified detection frameworks and reference models that clearly define preprocessing 

methods, classification approaches, and performance evaluation criteria. Establishing standardized implementation 

guidelines would improve interoperability between social media platforms, data processing systems, and automated 

moderation tools[31].Moreover, standardized benchmarking datasets and evaluation mechanisms could help researchers 

measure the effectiveness of detection algorithms in a more systematic manner. Such harmonization would not only 

simplify the development of cyberbullying detection systems but also promote collaborative research and consistency 

across different online communication environments. 

5.2 Advanced AI-Driven Cyberbullying Detection Models 

While machine learning techniques have been widely explored for detecting abusive language and harmful online 

interactions,the development of more advanced artificial intelligence models for contextual understanding remains an 
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evolving area[19]. Future research should focus on developing adaptive detection models capable of continuously 

learning from language patterns, user behavior, and contextual communication signals.Machine learning algorithms can 

be used to generate dynamic risk scores that help identify potentially harmful interactions in real time[33]. However, 

several challenges must be addressed. Long-term empirical studies are also necessary to validate the reliability and 

robustness of AI-driven cyberbullying detection systems across different social media environments. 

5.3 Cyberbullying Detection in Cross Platform Environments 

  

The rapid expansion of global online communication has introduced additional challenges for cyberbullying detection 

due to linguistic diversity and platform heterogeneity[21].Social media users communicate using different languages, 

dialects, and informal expressions, which makes it difficult for detection systems to accurately interpret abusive 

behavior[29].Traditional text classification models trained on single-language datasets may not perform effectively when 

applied to multilingual online environments[34].Future research should therefore explore detection methods capable of 

analyzing multilingual text and adapting to cultural variations in communication patterns.Additionally, decentralized 

detection frameworks may be required to process harmful interactions directly within different platform infrastructures 

without relying entirely on centralized moderation systems. Investigating multilingual analysis techniques and cross-

platform detection models could significantly enhance the effectiveness of cyberbullying detection systems in global 

digital communities. 

 

VI. CONCLUSION  

This review examined existing research on cyberbullying detection using machine learning techniques and summarized 

the key approaches, datasets, and challenges reported in previous studies. The analysis highlights the growing importance 

of automated systems in identifying harmful online behavior as social media platforms continue to expand. By analyzing 

different machine learning models and natural language processing methods used in prior work, this study provides a 

structured overview of the current state of cyberbullying detection research.Research activity in this area has increased 

significantly over the past decade as concerns about online harassment and digital safety have become more prominent. 

However, despite the increasing number of proposed detection models, several limitations remain. Many studies mainly 

focus on improving classification accuracy under controlled experimental conditions, while fewer investigations examine 

how these models perform in real-world social media environments where language usage is dynamic and 

unpredictable.Detecting cyberbullying remains challenging because online communication often includes sarcasm, 

indirect insults, slang expressions, and contextual meanings that are difficult for automated systems to interpret 

accurately. These factors can reduce the reliability of existing detection systems and highlight the need for improved 

language understanding models. In addition, the limited availability of large and diverse datasets continues to restrict the 

ability of machine learning algorithms to generalize across different platforms and communication styles. 

Further research is required to improve contextual analysis, develop multilingual detection systems, and design models 

capable of operating efficiently on large-scale social media data. The development of standardized datasets and 

evaluation methods would also help researchers compare different detection techniques more effectively. Overall, this 

review aims to support ongoing efforts to improve cyberbullying detection technologies.  
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