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Abstract: Recent advances in deep learning methods have made it possible to create extremely convincing synthetic media, known by the general public as
deepfake videos, that carry enormous dangers such as spreading misinformation, political manipulation, financial scams, and individual blackmail. In this
research, we present a system based on deep learning to automate the detection of deepfake videos. In the proposed methodology, we adopt the usage of the
ResNeXt-50 architecture to learn the effective frame- level features of the video, which pass through a Long Short-Term Memory (LSTM) network that
recognizes the relationships over the whole video. To enhance the generalizability of the model, we adopt a sequential setup with ReLU activation and dropout
regularization. To evaluate the model’s effectiveness, we utilize benchmark datasets of deepfakes, and our results show that the model of ResNeXt-50 + LSTM
is highly effective in distinguishing between real and manipulated videos. The results of this research provide a significant demonstration of the benefit of
fusing multi- dimensional data (i.e., spatial and temporal data) to construct a reliable model to identify deepfakes.

Index Terms—Deepfake detection, Convolutional Neural Net- works (CNN), ResNeXt-50, Long Short-Term Memory (LSTM), Hybrid deep learning,

Temporal feature extraction, Video foren- sics.
1. Introduction

The exponential growth of artificial intelligence and deep learning has
drastically shifted the consumption and pro- duction of digital media. One
of the particularly disturbing implications of this technology is its
formation into deep- fakes, highly realistic computer-simulated videos
generated with the help of deep learning algorithms, such as generative
adversarial networks (GANSs) and convolutional autoencoders. Unlike
older photo or video editing technologies that relied on specialized
knowledge and equipment, recent open-source software and widely
available computing power have enabled nearly anyone to create
deepfakes. Widely used platforms such as FaceSwap, DeepFaceLab, and
FakeApp have accelerated the democratization of this technology.

While these techniques may be used for creative and entertainment-
related purposes, their malicious applications pose substantial risks.
Deepfakes have been misused to dis- seminate political misinformation,
generate non-consensual content, enable financial fraud, and tarnish
reputations. The ability of such altered content to spread rapidly across
social media undermines public confidence and raises considerable ethical
and security concerns. Detecting deepfakes with the naked eye is nearly
impossible, as these videos often display only minimal perceptua
inconsistencies. In response to this escalating challenge, this paper
proposes a deep learning-based framework for effective deepfake
detection. The system leverages ResNeXt-50 to learn frame-level spatia
features and incorporates aLong Short-Term Memory (LS TM) network
to capture temporal dependencies between video sequences. Through
combined spatial and temporal feature learning, the proposed method
provides a reliable approach for distinguishing real videos from
manipulated ones, thereby ensuring the integrity of digital content and
safeguarding against the threat of deepfakes. Applications such as
FaceApp allow users to generate highly realistic face modifications,
including changes in hairstyle, gender, and age, using only a smartphone.
Sim- ilarly, FakeApp is a desktop application that popularized what are
now widely known as deepfake videos. T he first widely reported deepfakes
appeared on Reddit, where a user employed TensorFlow, publicly
available videos, and social media images to swap faces across video clips
frame by frame. Although there are some benign uses of deepfake technol-
ogy, they are vastly outweighed by malicious applications. In practice,
most public tools [9] have been exploited to create harmful media,
including revenge pornography and unauthorized celebrity videos [22].
Such media have already been banned on platforms like Twitter, Reddit,
and Pornhub due to ethical and legal concerns. The hyper-realistic nature
of deepfakes has also facilitated the creation of fake news, falsified
surveillance footage, political disinformation, and harmful hoaxes.

Alarmingly, deepfakes have been linked to exploitative content such as
child abuse material, and their potential use in political manipulation has
drawn scrutiny from governments and regulators [17].

Real Image Fake Image

Fig. 1. Comparison between real and artificial frames of a deepfake
video. The left frame shows the genuine image, while the right frame
depicts its altered counterpart generated using deepfake technology.
Such examples illustrate the difficulty of visually identifying
manipulations with the human eye alone [9].

2. LITERATURE REVIEW AND RELEVANT RESEARCH

The domain of deepfake detection has undergone signif- icant
transformation, owing to the advancing complexity of generative models.
Existing studies can generally be classified into artifact-based detection
systems, behavioral/temporal methodologies, machine learning—based
techniques, and hybrid models that integrate various strategies. This
section evaluates these methodologies, emphasizing their advantages,
drawbacks, and the research gap that underpins our proposed framework.
2.1. Artifact-Based Detection Systems: Early approaches to deepfake
detection were defined as signature-like methods, based on manually
crafted features or visual anomalies. Such systems were meant to identify
inconsistencies such as abnor- mal eyelid motion, unnatural head poses,
inconsistent lighting, or artifacts around facial boundaries. Although these
methods were effective against early deepfakes, their performance de-
clined as generative adversarial networks (GANS)evolved to reduce such
flaws. Moreover, these methods required frequent updates to adapt to new
synthesis techniques, undermining their long-term reliability.

2.2. Temporal and Behavior-Based Detection: To over- come the
limitations of artifact-based approaches, researchers turned to temporal
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cues in videos. Deepfake generation introduces subtle frame-to-frame
inconsistencies, such as anomalous lip sync, flickering, or mismatched
facial expres- sions. Temporal analysis methods track such behaviors
across frame sequences to detect manipulation. While effective a
recognizing patterns over time, these methods sometimes fail to
distinguish between natural variations in facial motion (e.g., fast speech,
dynamic expressions) and actual deepfake artifacts, leading to false
positives.

2.3. Machine Learning—Driven Approaches: The field of digital media
forensics has advanced significantly through machine learning,
particularly with the application of deep learning. Convolutional Neural
Networks (CNNs) are widely used toextract spatial-level artifacts from
individual frames, while recurrent models such as Long Short-Term
Mem- ory (LSTM) networks and, more recently, transformers, are
employed for sequence modeling. These methods greatly outperform
traditional approaches, achieving strong detec- tion performance across
diverse benchmark datasets. Popular CNN backbones include Xception,
ResNet, and EfficientNet. M oreover, hybrid pipelines that combine CNNs
with LSTMs have been especially effective at leveraging both spatial and
temporal information.  2.4. Hybrid and Ensemble Models: Recent
research has explored hybrid detection frameworks that integrate artifact
analysis, deep learning, and temporal modeling. For instance, CNN-RNN
combinations exploit per-frame spatial features alongside tempora
dependencies, while ensemble methods combine predictions from
multiple classifiers to reduce false positives and false negatives. Although
these frameworks achieve strong performance, they are often
computationally expensive and may struggle to generalize to unseen
manipu- lation techniques. 2.5. Research Gaps and Motivation:
Despite substantial progress, several challenges remain. Many existing
detectors are highly dataset-specific, limiting their ability to generalize to
new deepfake generation methods. Others achieve high accuracy at the
frame level but fail to exploit temporal dependencies, reducing
robustness at the video level. Further- more, the constant arms race
between generative and detection technologies requires models that can
adapt quickly to novel synthesis techniques. To address these issues, we
propose a ResNeXt-50 + LSTM-based architecture that combines
strong spatial feature extraction with temporal sequence modeling,
providing a robust framework for deepfake detec- tion across diverse

datasets. p
A

Fig. 2. The Encoder—-Decoder model employed during deepfake
generation. The encoder maps input face features into a latent
representation, while the decoder reconstructs the manipulated output
image.

3.METHODOLOGY

The methodology to identify deepfake videos is based on a hybrid model
that merges spatial feature learning with tempo- ral sequence modeling.
Theoverall pipeline consists of dataset preparation, preprocessing, feature
learning, classification, and evaluation—collectively designed to capture
both intra-frame inconsistencies and inter-frame temporal anomalies
character- istic of manipulated content.

In preparing the dataset, we collected 600 videos witha balanced split of
pristine and deepfake examples. The videos were sourced from public
repositories and video hosting platforms to provide diversity in terms of
subjects, lighting conditions, backgrounds, and manipulation techniques.
The dataset was then partitioned into training, validation, and test sets to
ensure unbiased evaluation and to avoid overfitting.

The preprocessing stage helped the model focus on facial regions that are
highly susceptible to manipulation. Each video was decomposed into
individual frames, and a standard face detection algorithm was used to
align and extract facial re- gions. These were padded slightly, resized to

224x224 pixels, and normalized using ImageNet mean and standard
deviation values to conform to the feature extractor’s requirements. This
standardization reduced noise, eliminated background clutter, and
improved learning efficiency.

Spatial features were extracted using the ResNeXt-50 net- work, an
extension of ResNet with a split-transform-merge design that improves
representational capacity. Pre-trained on ImageNet, the network was fine-
tuned to capture subtle face artifacts such as boundary distortions, texture
mismatches, and lighting anomalies introduced by face-swapping. Each
frame produced a 2048-dimensional feature vector at the global pooling
layer, representing high-level semantic features.

To capture temporal dynamics, the extracted frame-level features were
sequentially input into a Long Short-Term Memory (LSTM) network.
The LSTM was configured with an input and hidden size of 2048, a
dropout rate of 0.4, and ReLU activation, enabling the model to learn long-
term tempo- ral dependencies while minimizing overfitting. This temporal
modeling allowed the framework to capture inconsistencies such as
flickering, unnatural lip synchronization, and sudden expression shifts,
which are difficult to detect using spatial features alone.

For classification, a fully connected layer with a softmax activation
function was used to produce binary predictions (real vs. fake). The model
was trained using categorical cross- entropy loss, minimized with the
Adam optimizer. Separate learning rates were applied to the ResNeXt
backbone and LSTM layers to balance convergence and stability. Data
aug- mentation techniques—including random flipping, brightness
adjustments, and compression simulation—were incorporated to improve
robustness against unseen manipulations.

Overall, this methodology leverages the strengths of convo- lutional neural
networks for spatial representation and recur- rent networks for temporal
modeling. By combining both per- spectives, the proposed framework
achieves higher accuracy and robustness compared to models that focus
exclusively on either spatial or temporal features.

4. PROPOSED WORK AND IMPLEMENTATION

The proposed deepfake detection system is designed to iden- tify both
spatial and temporal inconsistencies in manipulated videos. Its
architecture consists of three main modules: pre- processing, feature
extraction, and temporal classification.

4.1.System Flow and Architecture: The process begins with video
preprocessing, where input videos are divided into frames, faces are
detected, and regions are cropped and nor- malized. This ensures the
system focuses only on face regions, which are most likely to contain
manipulation.

The processed frames are then passed through the ResNeXt- 50 CNN,
which extracts high-dimensional spatial representa- tions. These
features are subsequently fed into a Long Short- Term Memory
(LSTM) network to model temporal patterns across the sequence of
frames. Finally, a softmax classifier predicts whether the input video is
Real or Deepfake.

Fig. 3. System architecture of the proposed hybrid ResNeXt-50 + LSTM
framework for deepfake detection.



4.2. Preprocessing: The preprocessing step is important in preparing
the input data. Each video is processed through the following sequence:

e Division of video into individual frames

» Face detection applied to each frame

» Cropping face regions tofocus only on manipulated areas

» Reconstructing a face-only video from the cropped
frames

» Savingthe processed video for subsequent feature ex-
traction and analysis

4.3. Model Architecture: The detection model combines spa- tial and
temporal modeling:

» ResNeXt-50: Used as the CNN backbone for extracting spatial
features. It extends ResNet by incorporating a “split-
transform-merge” mechanism, increasing represen- tational
power with minimal extra computational cost.

* One LSTM layer: Configured with the following param-
eters:
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— Dropout=0.4
— Activation =ReLU

This architecture enables the model to capture both intra- frame artifacts
and frame-to-frame inconsistencies typical of deepfakes.
4.4. Training and Prediction Workflows:

» Training Workflow: The model is trained using labeled datasets
of real and deepfake videos. Frames are passed through the
ResNeXt-50 + LSTM pipeline, and classifi- cation loss is
minimized via backpropagation.

» Prediction Workflow: During inference, unseen videos are
preprocessed, spatial and temporal features are ex- tracted, and
classification is performed using the trained model to determine
authenticity .

4.5. Parameters for Design and Development: The systemwas designed
with well-defined parameters. Input videos, primarily in AVI and MP4
formats, were sampled at fixed frame rates to maintain consistency across
sequences. Pre- processing included face detection and alignment to crop
and normalize facial regions. Spatial features were extracted using the
ResNeXt-50 CNN, producing 2048-dimensional vectors for each frame.
These were fed into asingle LSTM layer with 2048 latent features, along
with a dropout rate of 0.4 and ReLU activation to prevent overfitting. Final
classification was performed via a fully connected layer with softmax
activation to distinguish manipulated from genuine videos. The system
was implemented in Python 3, with supportingcomponents in JavaScript,
and version control maintained through Git for reproducibility and
collaboration.

The introduced hybrid architecture compensates for the lim- itations of
existing detection mechanisms through joint spatial and temporal analy ses.
Individual frame-based comprehensive feature extraction is enabled by
ResNeXt-50, while the LSTM module detects sequential patterns that
cannot be recognized by CNNs. The integration of the modules into a
single joint pipeline enables better robustness, extensibility, and accuracy
of detection across various manipulation forms.

The system’s main advantage is its ability to identify fine intra-frame
discrepancies, such as abnormal textures, blurring near facial
boundaries, or illumination variances that fre- quently escape human
notice. By using ResNeXt-50, a model with higher cardinality and
representational ability, it excels at identifying these subtle artifacts
compared to standard CNN models. The systemthus proves effective

against high-quality deepfakes created by advanced GAN-based
methods.

Equally important is the temporal modeling achieved through the
LSTM layer. Deepfakes typically exhibit temporal artifacts, such as
abnormal blinking, lip misalignment, or jerky motion between adjacent
frames. By observing sequen- tial relationships, the LSTM network
identifies such anomalies and complements the spatial analysis. This
dual-perspective approach ensures that both dynamic and static
indicators are considered during the detection process, significantly
improv- ing the overall effectiveness of thesystem.

Another important advantage of this architecture is its scal- ability and
flexibility. Its modular design allows extensions with auxiliary
modules, such as attention mechanisms or transformer layers, thus
increasing its capacity toreason over longer intervals. In addition, the
preprocessing pipeline allows the system to operate on datasets with
diverse formats and resolutions, enabling its deployment in real-world
scenarios such as social media monitoring, forensic analysis, and
digital media verification. Finally, experimental analyses confirm that
the proposed so- lution outperforms baseline methods, demonstrating
resilience against known and novel attacks. However, like any
detection system, the model remains vulnerable to adversarial
deepfakes designed to bypass detectors. Future work can improve ro-
bustness against such attacks, explore multi-modal features by
incorporating audio-visual coherence, and develop lightweight models
suitable for deployment on resource-constrained de- vices.

5. EXPERIMENTAL EVALUATION

The proposed ResNeXt-50 + LSTM model was evaluated on a balanced
dataset of 60 videos, with equal proportions of real and deepfake instances.
The dataset was divided into 70% training, 15% validation, and 15%
testing to minimize bias. Preprocessing included frame selection, face
detection, croppingofregions of interest, resizingto 224 x 224 pixels, and
normalization. To improve generalization, various data augmentation
techniques were applied, including horizontal flipping, brightness
adjustment, and compression simulation. The model was trained using the
Adam optimizer, with a learning rate of 1e—4 for the LSTM and classifier
layers, and 1le—5 for the ResNeXt-50 backbone to stabilize fine-tuning.
Training used a batch size of 8 for up to 50 epochs, with early stopping
based on validation loss. Dropout (rate = 0.4) was applied to prevent
overfitting, and gradient clipping was used to stabilize recurrent layers.
Evaluation considered both frame-level and video-level performance.
Frame-level classification provided insights into sensitivity to small
variations, while video-level results were derived using probability
averaging and majority voting across frames. Performance was assessed
using standard met- rics, including accuracy, precision, recall, F1-score,
and ROC-AUC.

Comparisons were conducted with control models: ResNeXt-50 alone
(spatial-only) and an LSTM with hand- crafted features (temporal-
only). As expected, the fused ResNeXt-50 + LSTM significantly
outperformed individual models, confirming that combining spatial
and temporal analysis enhances detection.

6.RESULTS AND D1SCUSSION

The proposed ResNeXt-50 + LSTM system demonstrated strong
performance on the evaluation dataset of videos, ef- fectively
distinguishing manipulated from genuine videos. In comparison to
CNN-only and LSTM -only baselines, the hy- brid model consistently
outperformed them across all metrics. CNNs achieved good accuracy

on spatial artifacts but failed to exploit inter-frame inconsistencies,
while LSTMs captured temporal dependencies but missed fine spatial
cues. Thecombined model effectively leveraged bothaspects, yielding
superior performance.



DeepFake Detector

Fig. 6. Interface of deepfake detector
When compared against XceptionNet, a state-of-the-art open-source
deepfake detector, the proposed system achieved better accuracy and
F1-score, highlighting its ability to de- tect subtle manipulations from
advanced deepfake generation methods. This underscores the
importance of integrating spa- tial and temporal modeling for
accurate detection.
Visual inspection further validated these results. Correctly identified
deepfake instances showed that the model effectively detected artifacts
such as blurred facial contours, unnatural lighting transitions, and
atypical lipmovements. Temporal modeling also enabled the system
to recognize anomalies such as flickering eyes, mismatched
expressions, and discon- tinuous facial dynamics, which are difficult
for frame-level models to capture.
The key findings of the evaluation are summarized as follows:

» Generalization ability: The hybrid model achieved sta- ble
results across diverse datasets, demonstrating robust- ness
against different manipulation sources and compres- sion
levels.

» Efficiency: The model achieved faster inference than
transformer-based methods, making it suitable for near real-
time applications.

« Balanced metrics: High precision and recall values indi-
cated effective identification of fake videos with minimal false
positives.

» Scalability: The system scaled effectively to large datasets
and complex manipulations without significant accuracy loss.

Practical insights: Most errors occurred with poor- quality, heavily
compressed videos, suggesting future improvements could focus on noise-
robust preprocess- ing or architectures. Additionally, incorporating
temporal consistency checks across frames may help distinguish genuine
motion from synthesized artifacts. Expanding the training dataset with
diverse compression levels and lighting conditions could further enhance

model general- ization.

O DeepFake Detector

tion Result: FAKE

Fig. 7. An illustration of a video categorized by the DeepFake Detector
model as "FAKE reveals a video frame being processed, authenticity
evaluation by the model, and possible output indicating forged or
manipulated media.

VideoLink:- https://video.zig.ht/v/op2yvw8vpc8iwjiese99e

O DeepFake Detector
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Fig. 8. Example output of the DeepFake Detector framework for a video
for which it is classified as "REAL.” The output shows processed video
frame, model-based verification analysis, and prediction result indicating
original, unedited video material.

Video Link:- https://video.zig.ht/v/23xswpa3aa3lIfSyuoaab

7.CONCULSION

This paper advances an automatic media manipulation de- tection system
with a hybrid architecture and deep learning methods. Through the
integration of the ResNeXt-50 extrac- tion of spatial features and an
LSTM network modeling of the dynamics with respect to time, the
architecture significantly breaks through the shortcomings of models
using only spatial or temporal data. The results of experiments
demonstrate that the integration of the two complementary methods not
only achieves higher performance than baseline models using only CNNs
or LSTMs, but significantly exceeds the very popular XceptionNet model.
The results verify the need to integrate multi-dimensional features to
effectively detect manipulated media.

Apart from possessing high detection accuracy levels, the systemthat we
propose demonstrates substantial scalability and efficiency and thus is
suited to real-world usage, such as social media monitoring, forensic
analysis, and verification of digital media. The system’s robustness over a
set of datasets and manipulation strategies serves to further attest to its
potential to be an effective tool to counter therapidly evolving threat that
deepfakes represent.

However, various obstacles remain. Like many detectors that depend on
deep learning methods, the model is prone to adver- sarial attacks designed
specifically to thwart detection mecha- nisms. Additionally, while the
framework performs robustly on standardized test sets, its application to
unregulated real-world scenarios might be hindered by various obstacles,
including large-scale compression, occlusion, or creative manipulation
strategies. Overcoming these limitations will be necessary to maintain
durable effectiveness.
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